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Pestome. B crarusta ce JaUCKyTHpa NpoOieMbT 3a aBTOMAaTH3UPAHOTO
yIpaBlIeHHE Ha MpexoBa HHQPACTPYKTypa, pasmIeKAaT ce TPYIHOCTHTE IpH
pa3LIMpPSABAHETO Ha MPEXKOBA Cpelia, aHAIM3UPAT Ce MPENKOBUTE IIPOLIECH, 38 KOUTO
€ MPUIIOKUMO aBTOMATU3UPAHO YIIpaBICHHUE.

B paborara e u3rorBeHa KaTeropusalys Ha CI0KHOCTTA IIPH aBTOMATU3UPAHOTO
yIpaBJieHUE Ha MPEXKOBH MPOLECH, HANpaBeH € Nperiea Ha BoAelH co(TyepHH
wiarpopMu M CHCTEMH 3a pa3paboTKa M aBTOMAaTHYHOTO YIpPaBICHHE U
AJIMHHHUCTPUPaHE Ha MPEKH B CHIIOCTAaBKa Ha aBTOPCKO COPTYSPHO MPHIIOKEHHE,
4ype3 KOEeTO ce aJMHUHHCTPHpa U YIIPaBisBa MPEKOBa HH(PPACTPyKTypara Ha
Komranusra ,, iHpopmannonHo odcnyxane A/l

B 3axiroueHue ca mpencraBeHu codTyepHaTa U HOTpeOUTeICcKaTa IepCleKTHBa
— KakKTO OT Pa3BUTHETO HA CaMOTO NPHWIOKEHHUE, TaKa M OT Ipolleca Ha HeroBara
UHTErpawnusl.

Knwouosu Oymu: yrnpaBleHME Ha MpeXara; MpEKoBa aBTOMAaTH3aLN;
ABTOMATHU3MPAHO YIPABJICHHE Ha MPEKOBH TIPOLIECH

1. BnBenenne.

IT HUHAYCTpHUATA HCIPECKBCHATO pa3pa60TBa 1 pa3BUBa HOBU TCXHOJIOTUU, CPEA-
CTBa U METOAU 3a MPEKOBO aIMUHUCTPUPAHC. Mpuoro ot TaX ce npeajarat ¢ KOH-
KYPCHTHU IPEANMCTBA, KOUTO CUCTEMHUAT aIMUHUCTPATOP € H606XOI[I/IMO Ja 11o3-
HaBa.

PaBIHI/Ip}IBaHCTO Ha MPECIKOBATA APpXUTCKTypa B €/IHA KOMIIaHWA BOAX 0 YBCJIN-
YyaBaHC Ha pa60TaTa 0 HEWHOTO AJIMUHUCTPUPAHC. TOBa, OT CBOs CTpaHa, 3aCTaBs
KOMITAHUUTE J1a HA€MAaT HOBU CIICHUATIMUCTU WK Aa ThbPCAT NOAAPBKKA OT BbHIITHU
(1)I/IpMI/I, KOCTO MOBJMSBA HETATUBHO BBPXY (l)I/IHaHCOBI/ITe BJIOJKCHHUS HAa KOMIIaHH-
HUTEC, a4 YCCTO U BHPXY e(beKTI/IBHOCTTa Ha aIMUHUCTPUPAHC. Haﬁ-CLIHeCTBeHHHT
npoOieM Mpu pa3IupsBaHETO Ha MPEKOBa HHPPACTPYKTypa ce OKa3Ba BHIPOCHT
3a HApaCTBAHCTO Ha HeWHaTa CJI0XKHOCT. HpI/I OoAApBIKKA Ha CJIOXKHA MPE)KOBa
Ccpcla 4CCTO CC Cliy4yBa U HaW-ONUTHU CIICIMAJINCTU [1a CC 3aTPyAHABAT, KAaTO IIPpU
pa3pcuiaBaHe€TO Ha €AHOTUITHU 3ada41 OT pa3IMUHN aIMUHUCTPATOPU CE€ CTUTa 10
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MpUJIaraHeTo Ha Pa3luyHu peuieHus. [IpoOneMbT e ole Mmo-KOMIUIMIKPAH, Thi
KaTo TPM MHOTOKPATHOTO M3ITBJIHEHHWE HA PYTUHHHU, YECTO CPELIaHU MPEXKOBH 3a-
Ja4d CUCTEMHUTE aJMHHUCTPATOPH Ca CKIOHHHU Aa JIOMYCKaT Pa3IHMYHH THUIIOBE
rpewky. Hanmpumep npu MonepHU3ays Wik YaCTUYHA MOAMSHA Ha ChIIECTBYBAILA
MpexoBa HHPPACTPYKTYpa, IPH ONTUMHU3UPAHE Ha CHILECTBYBALIH MPEKOBH pe-
LICHUS, IPU UHTETPUpaHe Ha HOBa cOPTyepHa KOMIIOHEHTa KDUTHUYHUTE CUTYAIIH,
BOJICILIN IO YCIIOKHEHHUS TI0 MOJAPBKKaTa Ha MpeKoBaTa cpefia, HapacTBar 3Ha4YH-
TenHo. B mpakTukara yHHOUIMPAHOTO pelleHre Ha Te3W MPOOJIEMH € W3BECTHO
KaTo ,,aBTOMaTH3MpaHe Ha MpekoBu oneparuu’ (Hadmaéldinen et al., 2012; Mihaila
et al., 2017). ABTOMaTH3UPaHOTO KOH(PUTYpUPAHE U YIIPaBICHUE Ha MPEKH [T03BO-
JIsiBa HA CUCTEMHHMS aMHHUCTPATOp Ja U3BBPIIBA M0-e()EKTHBHO CBOsITA padoTa,
KaTo CHUICBPEMEHHO € MO-MPOAYKTUBEH. B OT/eIHNTEe KOMIIAHUU TO3U BBIIPOC CE
paspelniaBa OT pa3InYHu COPTYESPHH MPUITIOKECHUSI.

B Hacrosimara cratusi mocouBamMe HSIKOM CHEIM(UKNA NPH yNPaBICHHETO HA
MpolecH, MOAXOASALIM 32 aBTOMAaTH3alus, KaTeropu3upaMe Te3W MPOLECH II0
CIIOKHOCT, pasmiexkame MOMYJSPHUTE CUCTEMH M CPEICTBA 3a NMPUIOKEHHE U
pa3paboTBaHe Ha aBTOMAaTU3UPAaHO MPEKOBO YIpaBICHHE HA yCTPOHCTBA, Karo
B 3aKJIIOUYCHHUE TPEICTaBSIME aBTOPCKO COPTYEpPHO PELICHHE 32 aBTOMATH3UPAHO
yhnpaBieHHE Ha MPEXoBa MHPPACTPYKTypa, MPHUIPYKEHO C aHaJH3 Ha HETOBHUTE
CWJIHHU U cl1abu CTpaHu.

2. ABTOMaTH3alMs HA NPOLIECU B MPEKOBOTO AIMUHUCTPUPaHe

2.1. AHAJIM3 HA MPEKOBH MPOLECH, MOAXOASIIN 32 ABTOMATU3ALMS

MHoro OT mpouecuTe B MPEKHUTE IMOAJEKAT HAa aBTOMATH3alMs — OT T.Hap.
readonly mporiecu 10 TakuBa, KOUTO 3aBUCSIT OT JUHAMHYHO MPOMEHSIIIN CE yC-
nosust (Burns et al., 2001; El-Darieby & Bieszczad, 1999). Readonly nponecure
oTpa3siBar, Bepuuuupar u apXuBUPaT ChCTOSTHUETO Ha Mpexara. TakuBa Harpu-
Mep ca: 3ama3BaHeTO Ha KOH(PUTypaluuTe Ha yCTpoiicTBaTa B 0a3a OT JIaHHHU, T'e-
HEpPHUPAHE HA CHHUCHK U OMHUC HAa XapAyepPHHUTE YCTPOUCTBA, MPOBEPKA HA KIIOUOBU
CTOWHOCTHU, CpAaBHEHHE Ha JICHCTBUTEIHOTO ChCTOSIHUE C IIA0NOHU U T.H. Xapak-
TEPHOTO 32 TE3U MPOIIECH €, Y€ TIPU TAX HE HACTHIIBAT MIPOMEHU B CHCTOSHUETO HA
aKTUBHOTO oOopynBane. [lopanu Ta3u cBos yepTa Te ca WACATHHAT KaHAUIAT 3a
aBTOMATH3aIIH.

[Ipotniecute, KOUTO TpeATIONATAT U3BHPIIBAHETO HA TECTOBE M MHTETPALIUATA HA
HOBH OOCKTH B MPEXKOBHUTE YCTPOMCTBA, CHINO Ca OTIIMYHHU KaHJIUJATH 32 aBTOMa-
tusanus. [Ipu TsX MoraT a ce aBTOMaTu3upar OonpeAeieHd TPOBEPKU U ICHCTBHS,
B KOHTO C€ MIPOCIEAIBAT U OTYUTAT TEXHU KITIOUOBH mapaMeTpu. Hampumep Takuba
TECTOBE Ca MEPUONUYHUTE MPOBEPKHU 32 CHCTOSHUETO HA OTJCIHU MapaMeTpH Ha
MpexoBaTa HH(PPACTPYKTypa M yCTPOMCTBATA, 32 KOUTO IPU HE3aI0OBOJIUTEITHH Pe-
3yJITaTH ce TeHepupaT yBeAOMJICHHUS. TakbB € MOAXOIBT U MPU HMHTETpAIUITa HA
HOBM O0CKTH B MpeXKara.
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Hpoueche C ¢1Ha UACH MO-CIIOKHU OT MO-rope€ CIIOMEHATUTE, KOUTO Ca CBbP3a-
HHU C aBTOMAaTU4YHO pPAa3MO3HAaBAHE U KOH(l)I/II‘ypI/IpaHC Ha YCTpOﬁCTBa, IIpU KOCTO CE€
HUHTCTpUPAT U UHCTAJIMPAT HOBU 06€KTI/I, CHIIO MOAJICIKAT Ha aBTOMAaTHU3alus. HpI/I
TE3U NPOLECHU CC U3IpaXaaT HOBU 066KTI/I, KOUTO MMPOMCHAT KAKTO CbCTOAHUCTO HaA
yCTpOﬁCTBaTa OT MaCBHU HA aKTUBHU, TaKa U IMMOBCACHUECTO UM, T.C. TE3U NPOILECU
3aBUCAT OT IMPOMCHAIIUTE CC MapaMETpU B MPE)KOBATa Cpc/ia U YCIIOBUATA B HEA.
Hopa)m TOBAa aBTOMATU3alusATa B TE3U IMPOLCCHU € C MMO-BUCOKA CTCIICH HAa CJIOXK-
HOCT. 3a TSIX B JiaTeparypara ce € Ipueiio MoHATUCTO ,,dBTOMAaTU3HUPAHC Ha pa3130;1“,
T.C. TCCTBAHC U BBBCIKJAAHC B CKCIJIOATAIMs Ha HOBU TEXHOJIOTHHU, HOBU MPOLICCH,
HOBU NPOAYKTHU U JP. Yenemnoro um UHTCTpUPAHE CC pCajiu3rpa Ha C€Tallu, ThH
KaTO 4€CTO TO € CBbP3aHO C MUTpAllUsd KbM HOBAa MPEIKOBa HHd)paCprKTypa. OcBen
TOBa CO(l)Tyep’BT Ipu TE3U MPOLECU € MO-CII0KECH, 3alll0TO € HCO6XOILI/IMO Ja 1po-
ClI€asaBa JOIIBJIHUTCIIHU ITIOKA3aTCJIn 3a OIICHKA pa60TaTa Ha MpeiKara, U 1no-Creim-
aJIHO 3a YCJIIYTUTEC, KOUTO CC HpeI[OCTaBﬂTU.

Haii-cnoxxuute 3a ABTOMATHU3HPAHEC Ca MMPOUCCUTE, KOUTO CbABPIKAT OIICPpaAllun
B OTTOBOP Ha CHLOUTHS T10 MpeKarta. Tosa moxe Ja BKJIFOYBa aBapuu, OTTOBOP Ha
aTaku, OTTOBOP Ha KPUTUYIHHA CTOMHOCTH Ha ITOKa3aTelIM U Aap. Ot CO(l)TyepHa ea-
Ha TOYKa TE3U IMPOLCCHU Ca TPYAHU 3a aBTOMATHU3alWd 3apaJrdl Bb3HUKBAHCTO Ha
HCIIPESABUACHU CUTYyalluM, KOUTO U3MCKBAT YOBCIIKA HaAMECa.

B®3 ocHOBa Ha Taka HalpaBCHUS aHaJIUn3 CJICABA J1a IPEACTABUM Kamezopusa-
Yusd Ha mpesicosu npoyecu, nodﬂeofcamu HA asmomamu3ayusl.

2.2. Kareropusnpane Ha MpesKOBH NMPOLECH, MOAJIEKAIN HA aBTOMAaTH3a-
nus

B HacrosiiaTa moATroyka KaTeropusupaMe MpeKOBUTE MPOIECUTE, MOAJIEKAIIN
Ha aBroMaru3anus. Kareropusamusra 3amo4ysa OT MO-JIECHUTE 32 aBTOMaTH3HPaHe
MPEKOBH MTPOIIECH U MPOIBIIKABA C MO-TPYAHUTE.

Kareropuszauusi Ha Mpe:KOBH MpoLeCH, MOAJIEKAIIM HA aBTOMATH3ALMS,
CIope/ TAXHATA CJA0KHOCT

1) IIpouecwu, momiexaiiy Ha aBTOMaTH3UPaHe, IPH KOUTO EAUHCTBEHO Ce Moja-
BaT KOMaHJ1 KbM YCTPOMCTBOTO, KaTO HAaIlpUMeEp NpH apXUBUpPaHe HA KOHPHUTYpa-
UM, €THAKBY TPOMEHHU, MHBEHTapHa HH(OPMAaLUS U T.H.

2) [ponecu, noaesKaly Ha aBTOMATH3AIMS, CIIE/ IPEIBAPUTEIHO MOJIEINpa-
HE Ha ChCTOSIHUE: U3UCKBAT €KCIIepTHa HaMeca (IpOBepKa Ha ycJOBUE, U3ITBIIHE-
HUE Ha ICHCTBHUS B 3aBUCHMOCT OT pe3y/Tara, IeHCTBHUS, N3IIBIHEHHU B ONIpeAeIIcHa
MOCJIEIOBATETHOCT, CHHXPOHU3HUPAHE Ha ACHHOCTH/PE3YIITaTH).

3) Ilpouecu, 3aBuceIId OT OTTOBOp Ha JUHAMUYHO CHOMTHE (M3IIBJIHEHHE Ha
JIeHCTBUS B OTTOBOP Ha chOUTHs). M3uCKBa ce mpeaBapUTeIHa MOArOTOBKA, KaTo
neduHupaHne Ha ChOUTHS, JePUHUPAHE HA CLICHAPHUN OT JCUCTBUS ChOOPA3HO JIH-
HAMUYHO HACTBHIIBaHE HAa CHOUTHE, TECTBaHE, BEpUUKAIUI U 00padOTKa Ha Tpelll-
KH.
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4) I1pouecu, moiexKaly Ha aBTOMaTHU3alHsl, HO U3UCKBAIIM YOBEIIKa Hameca. 13-
BBpIIIBA CE HA0OP OT JACHCTBUSI, CJIe/ KaTto ObJaT 000pESHH/IOMBIHEHHU OT ONIEPaTop.

3. CucremMu U cpeicTBa 3a ynpaBjieHHe HA MPeKoBa HH(ppacTpyKTypa

3.1. Bonemu niaargopmu B 0dacTra

B obnacTra Ha KOMIIOTHPHUTE MPEKU MMa pa3paOOTEeHW MOLIHU CHCTEMH 32
ABTOMATH3MPAHO YIIPABJICHUE, KOUTO CE MPUIarar, pa3BUBaT U MOJbPKAT OT roJe-
MU o0mmHOCTH. Te3n cucteMu Mo3BoIIsBAT J1a ObAaT aBTOMaTU3UPaHH IHUPOK HAO0P
OT JICHHOCTH W MPOIIECH, U3BBPILIBAHHA OT CUCTEMHHUTE agMHHUCTparopH. Kakro B
roJIeMHUTE KOPTIIOPATHBHU OpraHU3allH, Taka U MPH O-MaJIKUTEe, KbJETO CE yIpaB-
JSIBaT O HSKOJKO ChPBbpA, CE M3IMOJI3BA MOHE €HA CUCTEMa 3a aBTOMAaTH3MpaHa
MpexoBa agMuHUCTpanud. Cpen Hal-TOMyJIsipHUTE B 00JacTTa ¥ MacoBO M3IOJI3-
BaHM OT OOIIHOCTTa Ha CUCTEMHHTE aJJMUHUCTpaTopu ca cucreMute Ansible, Chef
u Puppet?H999 Tesu codTyepHH CHCTEMHU ca C€ Pa3MpOCTPAHHUIN U HAJIOKUIN
KaTo BOACUIM MOPAAX MHOTO U Pa3NuyHK NpruuuHu. Cpel OCHOBHHTE NPUYMHU 32
TSXHOTO MAacoBO BHEIPSBaHE ca MHOTOTO pa3pabOTEeHU pa3lIMPEHUs] HaJ OCHOB-
HaTa UM (QYHKIIMOHAIHOCT, MPEIOCTABEHH Ype3 CICIHaIN3upaHd MOAYJIH, 100aB-
ku (plugins) u mpunoxen mnporpameH uHrepderic (API). CpmectBena uepra Ha
croruuyte pasmupenust Ha cuctemute Ansible, Chef u Puppet e, ye npemnarar
xuisian OesrutaTHy perreHus. [Tpy ToBa JOBIHUTEIHUTE B3MOKHOCTH, OCBEH 32
ynorpeba BbB (PyHKIIHOHHpPAIA MPEXKOBa cpe/ia, Ce N3IMO3BaT U 38 M3BHPILIBAHE HA
CHUMYJIaTUBHH U €KCTIEPUMEHTAIHA CUCTEMHH TECTBAHUS, KOETO € 0COOCHO Ba)KHO
3a obnacrra. He Ha mocnenno MscTo, nomynsapHocTTa Ha cucremure Ansible, Chef
u Puppet u TexHuTE CBOOOTHO TOCTBHITHU PA3IIUPEHHSI IPENIOCTABAT BH3MOKHOCT
3a pa3paboTKa ¥ HHTErpalys Ha COOCTBEHU U crienuduanu go6aBku (plugins)”®+),

Paborara na Chef u Puppet e 6azupana na rexnonorusita DSL (Domain Specific
Languages) u 1o cBosiTa CBHIIHOCT TPEACTaBIsBA ,,JJOTOBOPU™ CHC CHPBBP WIH
MPEXKOBO YCTPOUCTBO. Upes TAX ce MpeaocTaBs Bb3MOKHOCT Ja ce yKa3Bart (aitno-
BE€ WJIN NIAKeTH, IePUHUPAT CE ChCTOSHUS Ha KOH(UTYpanusTa 1 Habopa OT yciy-
I'M, KOUTO MOTaT J1a ObJaT akTUBHH WJIH HE, IOKATO YIPaBICHUETO U U3ITBIHEHUETO
Ha TE3HU JIOTOBOPH C€ U3BHPILBA OT MHCTPYMEHTHUTE Ha CpeaaTa.

Pabotara na Ansible e ananornuna Ha Chef u Puppet, karo cbiecTBeHo pasiu-
yue e ynorpebara Ha TexHonoruara SSH. bnarogapenue Ha Hest He ce Hanara UH-
CTallallisl Ha areHT Ha YCTPOMCTBOTO. 3apaau ToBa ynecHeHue Ansible e mpenmo-
YHUTaH U TEXHUYECKHU MO-T00Bp U300p 3a aBTOMaTH3alUs HA MPEKOBU YCTPOUCTBA.
Hpyro cwiiectBeno npeaumMctBo Ha Ansible mpen Chef u Puppet e Bp3MokHOCTTa
3a rpynupaHe Ha yCTpo#cTBara crope/ TaxHara GyHKIHOHATHOCT WK POJIsL, KAKTO
W 33/1aBaHETO Ha CHOTBETCTBHUS MEXIy KOH(pUTypanuara u ponute. Upes3 TakoBa
rpylupaHe ce MOCTUra HaMajsBaHe Ha Oposi HA YHHKAJHHUTE 3a YIpaBJICHHE yC-
TpOICTBa, BCIEACTBHE HA KOCTO JPACTUYHO CE HaMaisiBa padoTara Ha CUCTEMHHUS
aJIMUHHCTPATOP.
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3.2. CpeacrBa 3a pa3padoTka HA COOCTBEHU pelieHust

VHHBepcalieH HHCTPYMEHT, OT co()TyepHa IlieiHa TOYKa, 3a pa3padoTBaHe Ha aB-
TOMaTU3UPaHHU PELICHHUS B MPEKOBOTO aIMUHUCTPHUPAHE Ca CKPUIITOBHUTE €3UIH 32
nporpamupane. Hanpumep (Stoitsov & Rangelov, 2014) komentupar PHP ummie-
menranus Ha APl untepgeiic 3a RouterOS npu uHTErpripane ¢ BHHIIHU CUCTEMHU.
3a CKpUNTOBUS €3MK MPU MPEKOBaTa aBTOMaTH3aIM MOXKE Jla C& MUCIHU Karo 3a
,,KaHam, KOWTO CBbP3Ba BCHUKU TeXHOJIOTHH. [ToBeueTo MOnyNnspHU U CHITHO pa3-
BUTH CKPUIITOBH €3UIM 3a Mporpamupane, katro Python, PHP, Ruby, Perl, Expect
U T.H., C€ BB3MPHEMaT KaTo MOAXOJSIIN CPEACTBa 3a pa3paboTBaHe Ha cOPTyepHU
MPEXOBH PEILCHHUS TIIABHO 3apajy CHIIHATA CH IPOrpaMHa CbBMECTHUMOCT C IPYTH
co(TyepHH TEXHOIOTHH U MHTEPIIPETATUBHUS XapakTep Ha U3XOAHUS KO, 38 KO-
TO HE Ce HaJIara KOMIHUJIAIMS TPey H3ITbIHeHHe. KbM HacTos NS MOMEHT MOopaan
MacoBara CH U3IM0I3BaeMOCT OT copTyepHara oomHocT Python e ¢ HsiKONKO Kpauku
MO-HaIpes B Pa3BUTUETO MpeJ OCTAaHAJIUTE CKPUITOBH €3HLM 3a MPOrpaMHUpaHe.
Toit e paspaboreHn B Hayasnoro Ha 90-Te TOIMHU KAaTO HAJCKICH CKPUIITOB €3UK
¢ o0mio mpenHazHaueHue B nporpamupaneto (Donaldson, 2013; Guttag, 2016).
Cnopen noxiian Ha TIOBE Index 3a ronu 2019 1. Python e tpeTusit Hail-mmpoko
pasnpocTpaHeH M MacoBO M3MOJI3BAaH €3UK 3a MIPOTrpaMupaHe, KaTo MporHosara Ha
aHaJIU3aTopUTeE €, ue ,,10 3 — 4 roIMHM TOH 1Ie ce MPEBbPHE B Hall-ynmoTpeOsBaHus
e3uk“'?. Python umMa XWJIsIIM TOTOBH MOIYJH, KOUTO MpEAJiaraT pellaBaHeTo Ha
MHO)KECTBO CIIEUU(PUYHHE MPOOIEMHU ¢ UMIJIEMEHTALUsI Ha MUHAMaJleH 00eM n3-
xoJieH kofl. B wactHoct, 3a Python morar ga ce mocovar u Hsikou (pyHKIHMOHATHU
NPEeANMCTBA, KAKBBTO HAIIPUMeEp € cilydasT ¢ Oubnuorekara Virtualenv, upes xos-
TO: ce MOCTHUTa yIpasJieHue Ha cpefara Ha Python 3a Bcexu mpoekT; He ce Hayara
aJMUHUCTPATOPCKH AOCTHII 32 MHCTAMPAHE WIH BITPE Ha MOJYIH; IOCTHTa Ce
W30JIalys Ha MPOMEHUTE MEXKIy OTIACITHUTE IPOCKTH U T.H. [lopaan Te3u 1 MHOTO
Ipyru npuduHu Python ce cuuTa, ue € Hal-NOAXOAAIIUAT IPOrpaMeH HHCTPYMEHT
3a pa3paboTBaHe Ha aBTOMaTH3UPaHU COPTYCPHH MPEKOBH PELICHUSI.

JpyrH mmpoKo pa3npoCcTpaHeH! 1 U3MOJI3BaHH CPECTBA 32 HAMUPAHE Ha pellie-
HUS 32 aBTOMaTU3UPAHO YIpaBJIeHHE Ha MPEKOBU YCTPOUCTBA ca T.Hap. MAOIOHHN
esun (templating language). Upes Tsx ce moctura jaepuHUpPaHE HAa ChIbpPKAHNUE,
KaTo HalpuMep MOJIeI 3a KOH(UTypHpaHe Ha BRHILICH U BBTPEILeH HHTepQeiic, KOH-
TPOJ Ha JOCThIIA, TOJINTUKA 32 KadyecTBO Ha yciryrara (QoS —Quality of Service) uT.H.
B uHCTpyMeHTapryma Ha IaOJIOHHUTE €3UIM Ca BKIIOYEHH CTaHAAPTHU €3UKOBU
cpezacTBa 3a paboTa, KaTo BIOXKEHU M3pasu, ynoTpeda Ha MPOMEHJIMBH, YCIOBHU
OIepaTopH, JOTMYECKH ONepaTopH, IUKIU U Ap. [lo-u3BecTHUTE W1A0I0HHH QOp-
maru ca Embedded Ruby (ERB) u Jinja2. [TspBuAT m0O3BOMNSIBA 1a c€ W3MOJI3BAT
BB3MOKHOCTUTE Ha e3uka Ruby, 1oKaTo BTOPUSAT € MO-IIMPOKO MU3IOJI3BaH 3apaan
TsicHaTa cu Bpb3Ka ¢ Python u Ansible.

KM monynsipuuTe n e()eKTHBHU CPEACTBA 3a aBTOMATU3UPAHO YINpaBlIeHHE
Ha MpEKoBa MHPPACTPYKTypa chajar miarpopMUTe Ha TOJEMHTE HPOU3BOIUTE-
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T Ha MpPEXoBO 00OpyIBaHe, OT KOUTO HaW-roisiM masapeH asi umar HP, Cisco
u Juniper. Te3u KOMIaHuM, TpUTEKABALIM MYITUMHIMOHEH OHM3HEC, ca pa3pabo-
T cobcTBeHn codryepHu iardopmu, kaksuto ca HP BTO (Hewlett-Packard
Business Technology Optimisation), Cisco Prime Infrastructure u Juniper Network
management and operations'-'?-19 Maxkap u Te3u riarhopMu 1a ca MHOTO 100pu
Cpe/CTBa 32 aBTOMATU3MPAHO yIPaBICHHE Ha MPEKOBa HHPPACTPYKTYpa, TAXHOTO
MPUIOKEHHUE B XETEPOTreHHA cpela, ChbCTaBeHa OT yCTPOMCTBA HA Pa3IMYHH HPO-
W3BOJUTENH, € C OTPAHUYCHU BB3MOKHOCTH. [lopaau Ta3u npuunHa B TOJIEMH TI0
Maiad MpexxoBH HH(PACTPYKTYpH CIIOMEHATHTE MIaT(GOPMHU ca ChC ¢1ad0 MPHUIIO-
KCHHE.

4. PazpadoTBaHe Ha aBTOPCKO cOPTyepHO pellieHHe 32 ypaBieHne 1 aJIMH-
HUCTPUPaHe HA MPEKOBH YCTPOiicTBa

Paborara Ha crapimsi CUCTEMEH aJMHHUCTPATOp B KoMmanwusra ,JHpopma-
IIMOHHO 00ciyXBaHe AJl, KOSTO MOAIbPIKA AECETKH XUIISAN aKTHBHU MPEKOBU
YCTPOWCTBa, € CBbp3aHa C Bh3HMKBAHETO Ha MHOKECTBO HENPEABHUIACHH MPEXKO-
BU KOH(MUKTH. YacT oT paborara Ha aIMUHUCTPATOpA € J]a pa3peliaBa CUTyaluH,
IPU KOMTO CE€ U3UCKBAT KOH(PHUTYPUPAHE WK MPOMSIHA B ChCTOSHUETO Ha HSIKOJIKO
CTOTHH YCTPOWCTBa BbB Bb3MOXXHO HAH-KpaTbhK CpPOK. M3BbpHIBaliKK 3a1bI100UEH
aHaliM3 HaJ MpexoBara WHPpacTpykTypa Ha ,, ITHPOpManuoHHO oOCIyXBaHE U
CBIIIECTBYBAIIUTE COPTYSPHU CHCTEMH 32 aBTOMATH3HPAHO YIIPABICHHE HA MPEXKH,
BEJIHO ChC CpEJICTBATa 3a pa3paboTBaHe Ha TakuBa cuctemH, rpe3 2018 1. B3exme
pelieHue ja pa3paboTuM coOCTBEHO CO(PTYEePHO MPUIIOKEHHUE, TIO-KCHO HAPEUEHO
RouterCfg.

Jlor4HO € J1a ce MOCTaBH BHIIPOCHT 3aIL0 IPU HATMYUETO HA TOJIKOBA M Pa3JIiy-
HH TIaTGOPMHU U CHCTEMH 33 aBTOMaTU3UPAHO YIPaBJICHHE HAa MPEXKU CE CTHTHA
110 n300p 3a pa3pabOTBAHETO HA COOCTBEHO MPUIIOKEHHE. AHAIU3BT HA PYHKIUO-
HUPAHETO Ha MpEek)oBaTa MHPPACTPyKTypa Ha ,,IH(opMaIlMOHHO 00CITyKBaHe U
CBIIIECTBYBAIIUTE COPTYEPHH CUCTEMH 32 aBTOMAaTU3UPAHO YIIPABICHUE HA MPEXKHU
OCBeH e()eKTHBHOCTTA Ha YIPaBJICHUE Ha HHPPACTPYKTypaTa BKIIIOYBAILE U MHOTO
JPYTH BBIPOCH, TIO-CHIIECTBEHUTE OT KOUTO Ca CBbP3aHU ChC CIICIHUTE Ka3yCH.

—KakbB ¢ ”HBECTHLIMOHHUSAT pa3Xo/l 3a 3aKyIlyBaHe WM pa3padoTBaHe Ha COPT-
yep U PECNEeKTHBHO 3a o0ydaBaHe 3a paboTa ¢ Hero, KakTo M AbJITOCPOYHOTO aHTa-
’KHpaHe C BhHIIIHA KOMITaHUsI 3 MOJIPBKKATa MPH TOKyIKa Ha copTyep?

— Bogemute codTyepHr MpoAyKTH Ha Ta3apa Ha TOJIEMHTE XapAyepHHU Ipo-
M3BOJIUTEIN Ha MPEXKOBH ycTpoiictBa, karo HP, Cisco u Juniper, He Morar aa 00-
CITY’)KBaT XeTEpOreHHAaTa cpela OT YCTPONCTBA, KaKBaTo € npH ,,JHpOopMaImoHHO
o0cyxBaHe™.

— Bopemure npoykTu Ha na3apa 3a ”HBEHTapHU3aIksi 1 MOHUTOPUHT Ha MPEXKH,
kato Logic Monitor, Paessler PRTG Network Monitor, Spice Works, Nagios u ap.'¥,
KOUTO IMpeAsIaraT KOPIopaTuBHO U XapyepHO HE3aBUCUMH PELICHHS, UMAT JbJIbT
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oOyuuTeNeH MepUo, a ChIIEBPEMEHHO NPEIOCTaBIT MHOTO HEHYXHa (DYHKIIHO-
HAJTHOCT 3a HalllaTa KOMIIAHHUs, KOATO Ce KaJKyiaupa B obOmiata neHa. ChlieBpe-
MEHHO TE3H MPHIIOKCHUS TPEIOCTABSAT SAMHCTBEHO PE3yJITaTH OT HAOIIOACHHE Hal
CBCTOSIHUETO Ha MpeKoBaTa HHYPaCTpyKTypa, 0e3 Ja € Bb3MOXKHO JIa Ce YIpaBiisiBa
WITU TTPOMEHSI HaOJFOIaBaHOTO ChCTOSIHUE.

— PasmmpsiBane Ha QyHKIIMOHATHOCTTA Ha ChIIECTBYBaIIa cOPTyepHa cucTema,
KOSITO JIa C€ CHHXPOHU3UPaHa C HYXKJIUTE Ha MPEXHUTE, MOAIbPKAaHU OT ,, IHpOp-
MalMOHHO 00CITy)KBaHe™, Ha TPAKTUKA, € MO-CIOKHA 3aja4ya 3a pa3peliaBaHe OT
pa3paboTBaHe Ha OTAENHO codryepHO npunokenue. (IIbpBoTO mpennonara cre-
[[MaJHa MOPhYKa, aKO COOCTBEHUKBT HA CUCTEMaTa MpeJyiara TakaBa Bb3MOXKHOCT,
WM TIpY TI0JI3BaHE Ha MPOAYKT ¢ OTBOPEH KO (open source) Ja ce HaeMaT coT-
YEepHHU pa3pabOTUYHIIM, KOUTO B TSCHO CHTPYJHUYECTBO C MPEKOBHUTE CIICIIHAIINC-
TH OT KOMITaHHATA JIa Pa3paboTAT HEOOXOAMMOTO (PYHKIIMOHAIHO pa3IIupeHUe Ha
cucreMara.)

— M30upanero Ha chlecTByBalla copTyepHa miargopma HeMUHYEMO I1ie TPsiO-
Ba Jla cE aJanTHpa KbM cleqU(QUIHHUTE YCIOBHSA Ha MH(pacTpyKTypara Ha ,,JH-
(bopManmoHHO 00CITyKBaHE"* — MPOLIEC, KOMTO € CII0KEH U TPYIHO MPEIBUINM KaTo
BpEMeE 3a OCBHLICCTBSIBAHE.

— (OUHAHCOBUAT M YOBEUIKUAT PECypC, HEOOXOAMMH 3a pa3pabOTBaHETO Ha
co0CTBEHO CO(TYEPHO pEeIlIeHUE, CIIOPE]] HAIIPABEHU OT HAC MPOTHO3H, Ca B IIbTH
MO-MaJIKU OT IUTAIIAHETO HA JUIICH3MOHHH YCIYTH 3a YIoTpeda U pa3liupeHue Ha
ChIlECTBYBaIa copTyepHa raThopma.

— Pa3paboTkara Ha coOCTBEH MPOLYKT € ChoOpa3eHa ¢ KOHKPETHUTE HYXKIU Ha
KOMIIaHUsTA, HeliHaTa MHpacTPyKTypa, KIMEHTH H TIp.

BaxHOCTTa Ha CIIOMEHATHUTE Ka3yCH, KaKTO M HSAKOM I0-CYOSKTHBHH BBIIPOCH,
HaTe)kaxa B I0J3a Ha Pa3pabOTBAHETO HAa COOCTBEHO CO(PTYEPHO MPHIIOKECHHE,
MOJIXO/AIIO 32 IIEIUTE Ha KOMIIAHUATA, KOETO CJIS/[BA J1a MPEACTaBHM.

5. Kparko npeacraBsiHe Ha Bb3MOKHOCTHTE U (PYHKIIHOHAJIHOCTTA HA COPT-
yepHoTo npuio:xkenue RouterCfg

5.1. Ctpykrypa Ha RouterCfg

Cnwe codryeproro npunoxenue RouterCfg morar na ce ynpaBnsiBaT MpeKOBU
HpOLIECH OT MBPBUTE TPU KAaTErOpUU Ha HampaBeHara mo-rope ,,Kameeopusayus
HA MPedHCo8U Npoyec, NOOIeNCayl Ha asmoMamu3ayus, cnopeo maxHama cioic-
Hocm*. TIpUIIOKEHUETO YCIICITHO € MHTEIPUPAHO U CE U3IMO0JI3Ba OT CHCTEMHHUTE
aaMuHHACTparopu Ha ,,THpopmanmonHo oocimyxBane AJl. Upes RouterCfg ce aB-
TOMAaTHU3npaT pyTUHHU ﬂCﬁHOCTH, KaTO0 MHBCHTapu3alusd, MpOBCPKa Ha CHOTBCT-
CTBUEC, CAHOTHUITHHU U3MCHCHHS Ha KOH(I)I/II‘ypaHI/IH, JUHaAMHUYHU KOMaHI[I/I/HpOMCHI/I,
CBBP3aHU C MPOBEPKA Ha YCIOBHS M aBTOMATH3UPaH OTrOBOp Ha chOuTus. [Ipu pa-
Oorara ¢ RouterCfg ce paspeniaBat THIIUYHY 3a/1a44, KaTO YETCHE U 3allUC HA MH-
(hopMaIMOHEeH TIOTOK C 1IeJ1 B3¢MaHe Ha TUHAMHYHU PELICHUsI ChOOPa3HO ChCTOSI-
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HHUETO Ha yCTPOMCTBOTO W/WIIN CpeaTa, KOHEKIHITa KbM MPEKOBOTO YCTPOUCTBO
B OT/ZIEJICH KJIAc, MapajeiHo M3IIbJIHEHHE Ha KOMAaHIAW B MHOXKECTBO HE3aBUCHMU
YCTPOMCTBA, BU3yaJTIU3UPaH U3X0Jl OT MPEKOBU YCTPOHMCTBA KbM TOTPEOUTENS, 13-
BBbpIIBaHE HAa TECTOBH HACTPOMKH M KOPEKIHMH, BAIMANPAaHE Ha BXO1HA HH(OpMa-
1usi, 00padoTKa Ha TPELIKH U JIp.

RouterCfg e cTpykTypupaH B Tpu Kaca c 1IeJl MOAYJIHOCT U cliada CBhP3aHOCT
Ha koMmmoHentute. [IepBusT knac (RtrCfg.py) ce rpmxu 3a oOpaboTkara Ha HH-
(dbopmanoHHMsI TOTOK OT moTpebuTens. Bropuar xnac (Router.py) ocurypsia
Bpb3KaTa MexAy obOpaborenata mH(pOpManus U MpexoBaTa MHpacTpyKTypa,
BKJIIOYMTEITHO U MPEKOBHUTE YCTPOMCTBa, a TpeTuar (Interpreter.py) npeaocrass
porpamMHara JIOTHKa Ha IpUIIoKeHHeTo. Upe3 060co0sBaHETO HAa HHTEPIIPETATO-
pa Ha MPUIIOKEHUETO B CAMOCTOSATENICH KJac € Bb3MOXKHO J1a C€ Ch3/1aJie HAITBIHO
HOB MHTEPIPETATOp 3a CHeU(HUUEH THII YCTPOMCTBO, KOUTO Ja MMa pa3iuvHU
KOHTPOJHH CTPYKTYpH W/WIM (yHKIHOHATHOCT. He3aBHCHMOCTTa Ha KOHEKIIH-
UTEe KbM MpeKara, OnarogapeHue Ha cOpTyepHOTO pELICHHE 3a OTIEJIIEHOCT Ha
KJIACOBETE, CE TMOCTUTa JIECHO C HAATrpaKAaHe Ha AOMBJIHUTEIHU MPOTOKONH,
0e3 1a ce HapymaBa paboTara Ha TOTOBUTE CKPUNTOBE. Bb3MokHOCTUTE 32 HAA-
rpaxaaHe ca MHOTOOPOIHH, IPU TOBA B YCJIOBHUSI HA XeTeporeHHa cpena. Tosa e
CHEIMATHO 3aJI0KEHO M3MCKBaHEe KbM co(Tyepa, Thil KaTo TakuBa ca CIydyanTe
B rojisiMa 4yacT OT ChILECTBYBallaTa MpexoBa HH(pacTpykrypa. MpexoBaTa HH-
¢dpacTpykrypa, 3apaau ToIeMUTE CH Ha4YalHU MHBECTULIMU U CPABHUTEIIHO ABIBT
EKCIUIOAaTallMOHEH KUBOT, YECTO € COOp OT YCTPOMCTBa Ha Pa3IMYHH MIPOU3BO-
JUTENH C pa3inyHa eKCIIOaTAlMOHHA Bh3pacT M Pa3IUiHU W3UCKBAHMS 32 KOH-
¢urypupane u padora. [lormennaro ot mo-oouy riax, Ha RouterCfg moxe na ce
IIefa KaTo Ha MOy, KOWTO YCIEIIHO Ja Ceé pa3BUE 0 CUCTeMEH co(Tyep 3a
aQJAMUHUCTPHUPAHE U NOAAPHKKA HA MPEXKH.

5.2. Padora ¢ RouterCfg

CHUCTeMHUSIT aIMUHHCTPATOP, KOITO cu ciyxu ¢ RouterCfg, moxe na nonaane
Ha MHOXECTBO OT pa3IMYHU ClIEHApUH. BBIpeku ToBa 0OMYaliHO Ce U3IBIHIBAT
HsikoW pyTuHHH JeiictBusi. CodTyepsT ce crapTupa OT KOMaHJIEH pejl, KaTo MU3HC-
KBa J1a C€ BbBEAAT HSKOJIKO 3abJDKUTEIIHN TapaMeThpa:

— (paiin, koliTo chabpxa IP agpecute Ha ycTpoiicTBara;

— (paiiin, KOUTO ChABPKA KOHPUTYPALIMOHHUTE KOMaHIH;

—OTpeOUTEN U Mapoiia 3a JOCTHI 10 ycTpoiicTBara (wiu 11 pos cepTuduUKar);

— OINIMOHAJHYU KJIIOUOBE 33 U3BEXkKaHe Ha HH(OPMAIUs.

Crnen mpoBepka 3a KOPEKTHOCTTa Ha BbBEJCHUTE JaHHU B OTJCJIHU HUILIKU CE
H3TPaXkJaT KOHEKIIUH 10 BCSIKO YCTPOMCTBO U C€ M3IbJIHABAT KomaHaure. Ilorpe-
OuTensaT OMBa yBEIOMSIBAH CIIC/ IPUKIIOYBAHE U3ITBIHEHUETO 33 BCSKO YCTpOWC-
TBO. JIo6aBeHa e ommus, upe3 KOSTO MOXE Ja C€ M3BeXkJa ChOOIIEHHE 3a BCSKa
M3IbJIHEHA KOMAH/1a U OTTOBOP HA YCTPOMCTBO.
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CrnenBa ma pasmiexname THUNWYEH cueHapuil Kowgueypupane na O0onviHu-
menen loopback unmepgetic, xoiito npencrassime BbB Buj Ha UML nuarpama u
OTHCATEITHO.

ApMuHUCTpaTop KoHekuus YcTpoiicTBO ®aiin

1 ‘iusername napona, komaau, IP_aapecy

4 ycnex Ui Heycnex

LJ 5 uéTeHe AaHHn

6 - u3npaujaqe Ha komanay ]

7 : pesyntaT

8 - 3anuc BLB dhain »

I‘é 3aTBapsAHe Ha KOHeKUUATa

UML ouaepama na nocrnedosamennocm Ha cyenapus: Kongueypupane na donvinumenen
loopback unmepdeiic

Cuenapuii: Konuguzypupane na oonvinumenen loopback unmepdgeiic npu
paodoma c RouterCfg.

1) [TorpedutensT crapTupa CKpUNTA U BHBEKIA OTPEOUTEIICKO UME, TTapona,
nuMe Ha aiin ¢ komanau u cnuckk ¢ I[P agpecu Ha ycrpoiicTa (paiin).

2) Banunupane Ha BXOJHU JaHHU.

3) [IpoBepka 3a JOCTHI O YCTPOUCTBO U U3TPaXKAaHe Ha KOHTPOJTHA KOHEKIIHSI.

4) YBenomsBaHe Ha MMOTPEOUTENS 3a CTaTyca Ha KOHEKIHATA.

5) UereHe Ha JaHHU OT TEKCTOB (aidn (ommms).

6) UeTteHne n u3npaiiae Ha KOMaHU KbM YCTPOICTBO.

7) llony4yaBaHe Ha pe3yATar OT U3MBIHEHUETO HAa KOMaH /aTa.

8) Busyanusupane Ha pesynrara (OmIus).

9) 3annc B TekcToB (aiin (onmms).

10) 3aTBapsiHEe HA KOHEKLIUATA.

OnucarenHo npeacraBsine Ha cueHapuii Konguzypupane na oonvanume-
nen loopback unmepdgeiic

Enna gecto cpemana 3amaya npy aIMUHUCTPUPAHETO HA MPEKHU € HACTHIIBAHE
Ha TIPOMEHU B KOH(UTYpalUsATa HAa MPEKOBUTE ycTpoiicTBa. [I[poMeHuTe Morar nia
ObJar OT Hal-pa3IM4HO ecTecTBO. [Ipu HAKOM OT TIX KOH(UTypalusaTa ¢ o01Ia 3a
BCUYKHU yCTpOWCTBa. TaKbB NPOLIEC € UICATHUAT KaHIU1aT 32 aBTOMAaTU3alUsl, Thi
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KaTo €IHU U ChIIM KOMaH/U CE M3IIBJIHIBAT HA Pa3IMYHUTE ycTpoiicTBa. [To-uec-
Tara CHTyalusi obaye € pa3pellaBaHe Ha 3aja4a, KOSTO M3MCKBA OTICIHU Mapa-
METpH Ha pa3iUyHHUTE yCTpoiicTBa 1a Obaar yHukamuu. Hanpumep IP axpecure
Jla ca yHUKAJTHHM, JIMIaTa 3a KOHTAaKT MOTrar Jia ca pa3jnyHH, access-list-ute na ce
ch0Opa3sBaT C JIOKAJTHUTE MPEKH, U T.H. Te3u ciyyau ChIIO Morar Jia ObaaT aBTo-
MaTH3HPaHHU.

B pasmiexnanus crueHapuii ce KoH(urypupa gombiHuTeNneH loopback anpec
Ha MapupyTuszaTopute B Mpexkara. [P anpecute ce werar ot texcroB aiin (/bs.
Ixt), B KOMTO peloBeTe mpencTaBisiBar aBoiika [P ampecu, pasmeneHu cbe cre-
[MaJIeH 3HaK. B Hamms ciydail 3a pa3aenuTen ce M3IMO0J3Ba 3HAKBT 32 PABEHCTBO
,»= . [TbpBHAT ajipec CIIy’KH KaTo WACHTU(PHKATOP HA MAPLIPYTH3ATOP, @ BTOPHAT
aapec e kopecnonaupan [P aapec, xoiito TpsiOBa ma Obae koHdurypupan. Ilpu
craptupane Ha RouterCfg ce nmpounra daiinst ¢ IP anpecute Ha ycTpolicTara 3a
KOH(HTypUpaHe, KaTo MbPBOHAYAIHO CE U3rPaXk/ia KOHTPOJIHA KOHEKIHS KbM THX.
AJMUHUCTPATOPHT MONyYaBa ChOOIICHHE C YCIICHIHUTE U HEYCICIIHUTE CBhP3Ba-
HUA KbM YCTpOﬁCTBaTa. CJ'IC[I U3M'BJIHCHUCTO HAa KOMaHAUTEC KOHCKIUATA CC 3aTBaps
Y Q/IMUHUCTPATOPBT OTHOBO C€ yBeaoMsiBa. [IporiechT Ha KOHDUTYypHUpaHE 3ar04YBa
cliell BbBEXKIaHE Ha TIOTPEOUTENICKO UME M Maposia 3a J0CThII OT aJMUHHCTPATOPa,
KaTo 3a paboTaTta My ca HEOOXOIMMH BXOHU JAHHU OT TEKCTOB (haiisl, mogoOHH Ha:

Komanou 3a xongpuzypupane na loopback unmepdeiic:

conf't

int Lool0

<cmd ,,ipaddress ,, + <imp lbs.txt > +,, 255.255.255.0*>
end

[TbpBara koMaHna cTapTupa riaobajeH KOHOUTYPALIMOHEH PEXKUM, BTOpa-
Ta ch3naBa uHTepdeiic Loopbackl0, a TperaTta chabpika HAKOJIKO CTHIIKH.
Upe3 xoHcTpykuusita <imp [bs.txt>ce npounta [P aapec ot daiina /bs.txt.
IP ampechT ce KOHKaTeHHUpA OTASACHO ¢ HU3A ,,ipaddress™, a OTIsABO — ¢ HU3A
»255.255.255.0%, mpencraBisBain] MpekoBaTa Macka. B pesynarar or wus-
IBJIHCHUETO Ce T0JlydaBa HOBa KOH(UTypallMOHHA KOMaHjaa ,,ipX.X.X.X
255.255.255.0%, kosito 3anaBa I[P aapec Ha unTepdetica Loopback10. 3anase-
HaTa qyma <cmd> yKka3Ba, 4ye TOBa € KOMaH/a 3a U3I'bIIHEHUE, KOSITO OUBa M3-
npaTeHa KbM Mapuipytuzaropa. CbabpikaHueTo Ha Qaiina /bs.txt € CbCTaBEHO
OT MOCJIEIOBATEIHOCTH:

1P na mapwpymuzamop=IP 3a Loopbackl()

C mocreaHaTa KOMaHIa ce U3JIM3a OT T00aJIeH KOH(PHUTYPaIMOHEH PEXKUM. AKO
CKpPHUIITHT CE CTapTHpa ¢ ONuusTa ,,-d“, Ha TepMHHaJIa Ce OTIIeYaTBaT KOMaHIaTa U
OTTOBOPBHT HA MapuUIPyTHU3aTopa. B KOHKPETHO pasriekaaHus Clydail HUTO €IHa
OT KOMaH/IUTE HE BPBILAa OTTOBOP. AKO U3IIBIHEHUETO € MPUKIFYMIO Oe3 Ipelka,
ce oTIeyarBa ChoOIICHHE ChC 3elieH UBAT. [Ipu Hamu4Ke Ha rpeika ce oTnevarsa
BbPHATOTO CLO6HICHI/IC B UCPBCH LBAT.
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6. ITo131 M NepcneKTHBH

OcHOBHaTa XapaKTepPUCTHKA Ha ITOJI3UTE 38 CHCTEMHUSI IMUHUCTPATOP IIPH YIIOT-
peba Ha RouterCfg ca cBbp3aHu ¢ aBTOMaTH3MPaHETO Ha MPOIIECHTE MO YIIPaBICHUES
Ha MPEXOBHUTE YCTpoiicTBa. ToBa aBTOMAaTH3UPAHO YIPABICHUE HOCH MHOTOCTpPaH-
HHM TIPEKH TOJI3U M0 OTHOILICHUE Ha HAJISKTHOCT Ha ONepaliuTe, MUHUMU3UPAHE Ha
CPHMBOBETE B MPEKOBUTE yCTPOIMCTBA ITPU U3BBHPIIBAHE HA IIPOMEHH, Obp30/IeiCTBIE
U e(peKTHBHOCT Ha paboTa Ha aJIMHHHCTpATOpa, ollara CTaOMIIHOCT Ha MpeKara,
HelHaTa MaImabupyeMocT U Ap. ABTOMATH3AIMITA Ha YIIPaBICHUE HA MPEKOBaTa
UH(PpPACTPYKTypa BOAU M 110 KOCBEHH IOJ3M, M3PAa3CHU B HAMaJIsIBaHE Ha HEOOXO-
JMMOCTTA OT JIOITBJIHUTEJICH MEPCOHAI OT CUCTEMHH aIMUHHUCTPATOPH, HaMaJIsiBaHEe
Ha MMHUJDKOBH 3aryOM 3a KOMIIAHHSATA MOpaIy CPUBOBE HA MpEKara, IOPOJICHU OT
YOBEIIIKA MPEIIKa WK HETOYHOCT, TIECTeHE Ha BPEME OT PYyTHHHHU ACHHOCTH, BB3MOXK-
HOCT 3a TIOBHIIIaBaHE KBATM(UKALMATA Ha TIEPCOHANA, Bb3MOKHOCT 32 TECTBaHE Ha
HOBH U TIO-TICPCIIEKTUBHU TEXHOJIOTUH, HAMAJISIBAHE BPEMETO 32 PEaKIIUs, TapaHTH-
paHe kKa4ecTBOTO Ha yciyrara 3a norpeouresst (SLA Service LevelAgreement) u jip.
[Nonacrosimem RouterCfg e ¢ paspaborena Bepcust 1.1, kosito e myOnukyBaHa B
GitHub cbc cBOGOIEH TOCTBIT 32 MOJ3BaHe, ¢ OTBOPeH u3xoieH kox'. Ipumoke-
HHETO CE M3IOJI3Ba AKTUBHO OT CHCTEMHH aJIMMHHCTpaToOpH Ha ,, IH(DOpMaIOHHO
o0ciy)KBaHe"* 32 IMHHUCTPHPAHETO U YIIPABICHUETO Ha XUJISTA MPEXKOBH YCTPOHC-
TBa, HO MOPAJX Pa3IMYHH YCIOBUS M OOCTOSATEICTBA OT ()MHAHCOB, MPABEH MU CO-
[IMAJICH XapaKTep He € MyOIMKYBaHO MO ONpe/ieiieH JuiieH3. [Ipu mbpBOHaYaIHOTO
NpOSKTUpaHe OsiXa IUIAHWPAHW MOIYJIM M KJIACOBE, KOMTO Jla OCUTYPAT: rpaduucH
HOTPEOUTENICKH HHTEp(Elic, TOCTBIICH Ype3 yeOcpena; Moy 3a GUITpupaHe Ha 1o-
TOIMTE OT MH(OPMALUATA KbM U OT OTACIHHUTE YCTPOUCTBA; MOYJI, KOMTO HaJIrpaskK-
Jla HUBOTO Ha aOCTpaKIMs HaJl Xapjyepa, Taka ue Ja € JOIyCTHMO M3MOJI3BaHe Ha
KOH(UTypallMOHHN KOMaH/IM 33 Pa3IMuyHK TUIOBE 000pYIBaHE; MO, Yype3 KOMTO
Cce MOCTHIa CHHXPOHU3ALMS Ha paboTara ¢ OTJEITHUTE YCTPOUCTBa, U ap. KbM HacTo-
SIIMSI MOMEHT T€3U MOJIYJIM HE Ca YacT OT eKCIUIOATAIMATA Ha TIPHIIOKEHUETO, KaTo
ca pa3BUTH JI0 HUBO Ha TECTOBO MHTErpupaHe. OT Ta3u IJIe[Ha TOYKA, MOYXKE J1a TOBO-
pHM 3a JIBe TIepCIeKTHBH Ha pa3ButHe. CopTyepHa MepCreKTHBa, T.e. Pa3lIupeHUe
Ha MPHUJIOKEHUETO ¢ AOMBJIHUTENHA (QyHKIMOHATHOCT. [loTpeduTencka nepcnekTu-
Ba, T.€. NOMYJISIPU3UPAHETO HA MPUIIOKCHUETO U PEIOCTABSIHETO MY 32 H3II0JI3BaHE
OT ApYrd KOMIIaHUH, ITPOABABAIIIA MHTCPEC.

7. 3aka0ueHne

B HacTodAlara crarus I[I/ICKyTI/IanMC B’I)HpOCI/I 3a aBTOMaTI/BI/IpaHOTO ynpaBHe-
HUE Ha MpEKoBa HHPpacTpyKTypa. Pasrienaxme TpyJHOCTUTE, KOUTO CUCTEMHUTE
aJMHUHHUCTPATOPH CPELIAT P Pa3LIMPSBAHETO HA MPEKOBATa cpejia. AHaIU3Upax-
M€ MPEKOBHTE IMPOLIECH, 32 KOUTO € MPHIIOKHUMO aBTOMATU3MPAHO YIPABJICHHE.
HanpaBuxme mipersie/; Ha BOJEIIUTE B 00JIACTTa TIIATPOPMU M CUCTEMH, YPE3 KOUTO
ce paspelaBar BbIIPOCH 110 YIIPABICHUE HAa MPEKUTE, M HA CPEJCTBATa 3a pa3pa-
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0oTBaHe Ha COOCTBEHH COPTYECpHH NMPHIIOKEHUS, KATO aHAIN3UPAXMe TEXHU CHUII-
HU ¥ cnabu ctpanu. [IpencraBuxme aBTopcko copryepHo npuiioxkenue RouterCfg
3a aBTOMAaTU3UPaHO YIPaBJICHUE U aJIMHHUCTPUpPaHE Ha MpEXKoBa WHPPACTPYK-
Typa, 4pe3 KOeTo ce OOCIyKBaT XHJISIAU MPEKOBH YCTPOWCTBa, COOCTBEHOCT Ha
,Hpopmannonno obcmyxsane AJl. Paskpuxme monsute oT pa3pabOTBaHETO Ha
RouterCfg 3a cucremuure agmunuctparopu. [locounxme copryepHara u morpe-
OuTesckara MepCcreKTUBa OT Pa3pabOTBAaHETO U MHTETPUPAHETO Ha PUIIOKCHUETO
B paboTHa cpena.

B 3akiroueHune, Bb3 OCHOBA Ha M3JIOKCHOTO B CTaTUATA, ONMUTA HU B 00NacTTa
Ha MpPEXOBOTO aJIMUHHCTpHUpaHe, paspaborBanero Ha RouterCfg n mnTerpanmsra
Ha MPUJIOKEHHETO B paboTeria MpekoBa HHOPACTPYKTypa CTUTaMe 10 CISIHUTE
W3BOJIH.

1) Upes m30opa, pemieHusTa, peaqu3aluiara U MHTETpalUsITa HA COOCTBEHO
MpUJIOKEHHE, KOETO Ja 00cIykBa Mpexara Ha ,,JIHpopmanuoHHo oOciykBaHe
AJl, koMIaHusTa B Ta3W CH JEHHOCT 3ara3Ba cBosiTa (PMHAHCOBA, KOPIIOpaTUBHA U
TeXHUUYECKa He3aBUCUMOCT. ChlIeBpeMEeHHO e(DeKTUBHOTO 00CITyKBaHE Ha XHIISAN
MPEXOBH YCTPOHCTBA, H3MEPEHO KaTo (PMHAHCOBH BIOKEHHUS M YOBEILIKUS PECypC,
€ B IIbTU T0-e(PUKACHO OT 3aKyIlyBaHETO Ha FOTOB COPTYEPEH NPOIYKT.

2) KauecTBOTO M €(h)eKTUBHOCTTA MpPU YNPABICHUETO M aJMHHHUCTpALUsATa Ha
MpexoBH ycTpoiicTBa upe3 RouterCfg He camo He OTCTBIIBa Ha TOIEMHTE COPT-
yepHHU NpuiiokeHus, npeanaranu ot Ansible, Chef u Puppet, HP, Cisco u Juniper,
HO KOHKPETHO 3a HH(pacTpyKTypara Ha , JIHpopmannonHo obcimykBaHe ™ T mpe-
BB3XOXK/a MMOPaU TOBA, Ye € pa3paboTeHO ChOOPa3HO CHeHM(PUUHUTE HYKIU HA
KOMIIaHUSATA.

NOTES

1. Officialsite of Juniper Network, https://www.juniper.net/us/en/solutions/
automation/the-automation-journey/, (last visited 05.08.2019).

2. Bravo, M.Top 5 configuration management tools, Specialized site - opensource.
com, https://opensource.com/article/18/12/configuration-management-tools/,
(last visited 05.08.2019).

3. Julian, J., Lowe,S. Choosing Network Automation Tools, Specialized site -
NetworkComputing, Informa PLC, https://www.networkcomputing.com/data-
centers/choosing-network-automation-tools/, (last visited 11.08.2019).

. Official site of Ansible , https://www.ansible.com/, (last visited 07.08.2019).
. Official site of CHEF, https://www.chef.io/, (last visited 12.08.2019).
. Official site of Puppet, https://puppet.com/, (last visited 16.08.2019).

. Specialized Git Hubsite, https:/github.com/jedelman8/nxos-ansible, (last
visited 20.08.2019).
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8. Specialized Git Hubsite,https://github.com/Juniper, (last visited 20.08.2019).

9. Specialized Git Hubsite, https:/github.com/cisco/cisco-network-puppet-
module, (last visited 20.08.2019).

10. TIOBE Index for August 2019, https://www.tiobe.com/tiobe-index/, (last
visited 05.08.2019)

11. HP BTO Software Applications Portfolio, Hewlett-Packard Development
Company, 2010,  http://www.hp.com/hpinfo/newsroom/press_kits/2010/
HPSoftwareUniverseBarcelona2010/HP_Applications_Portfolio_brochure.
pdf, (last visited 08.09.2019).

12. Official site of Cisco Prime Infrastructure, https://www.cisco.com/c/en/us/
products/cloud-systems-management/prime-infrastructure/index.html,  (last
visited 08.09.2019).

13. Official site of Juniper Networks, https://www.juniper.net/uk/en/, (last visited
08.09.2019).

14. Ferrill, P. The Best Network Monitoring Software for 2019, PC Mag Digital
Group, December 2018, https://www.pcmag.com/roundup/339630/the-best-
network-monitoring-software, (last visited 11.09.2019).

15. Specialized Git Hubsite, hhttps://github.com/a-ignat/RouterCfg, (last visited
20.09.2019).
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AUTOMATED MANAGEMENT OF NETWORK
INFRASTRUCTURE

Abstract. This article discusses network management automation problem.
Difficulties encountered while expanding network infrastructure are addressed. An
analysis of the path to automation in network management is given.

A process classification for network automation is proposed. A brief survey of
the most popular network management tools is presented. A comparison between
these and a custom tool contributed by the authors is made. The custom tool is used
in “Information Services” Plc for network management.

In conclusion we shared some thoughts about application extension,
popularization and integration.

Keywords: network management; network automation; software development
for network management
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