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Abstract. The growing complexity of distributed telecommunication
environments, particularly in the context of the Internet of Things (IoT), edge
computing, and real-time analytics, demands more adaptive and scalable network
architectures. Traditional flat or static topologies are insufficient to support the high
level of dynamism, heterogeneity, and fault tolerance required by modern systems.
This article proposes a structured approach to the design of telecommunication
network topologies based on hierarchical cluster organization, with the goal of
optimizing data flow management and ensuring operational stability under dynamic
conditions.

The suggested model incorporates a three-level architecture—Edge, Fog,
and Cloud—each of which is responsible for distinct layers of data aggregation,
processing, and transmission. Clusters within each layer are structured according
to a star topology, enabling efficient coordination and minimizing the latency
associated with inter-node communication. Central nodes within clusters manage
subordinate nodes and serve as control points for load balancing and fault handling.

Special attention is given to the development of two key algorithms: one for the
adaptive integration of new nodes based on metrics such as geographic proximity,
task type, and cluster load; and another for automated topology reconfiguration in
response to node failures or critical overloads. These algorithms include mechanisms
for real-time monitoring, resource reservation, dynamic reassignment of tasks, and
route optimization.
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The proposed approach ensures enhanced fault tolerance, scalability, and
adaptability of the network infrastructure. It is particularly suited for use in systems
characterized by frequent structural changes and varying computational demands.
The model has broad applicability in next-generation telecommunication systems,
including distributed sensor networks, industrial IoT deployments, and intelligent
infrastructure relying on Edge — Fog — Cloud paradigms.

Keywords: Telecommunication systems, cluster structure, load balancing traffic,
data processing, optimization, distribution of data streams.

1. Introduction

The rapid expansion of smart devices, real-time services, and data-
intensive applications has fundamentally transformed the landscape of modern
telecommunication networks. These changes place increasing demands on network
infrastructures, which must now provide not only high throughput but also
flexibility, low latency, and fault tolerance in highly dynamic environments.

Conventional flat or centralized architectures often struggle to meet these
challenges, particularly in systems where data sources are widely distributed,
such as Internet of Things (IoT) ecosystems [5, 3, 7]. As a result, researchers and
engineers have increasingly turned to hierarchical and decentralized models that
can better align with the spatial and computational diversity of such environments.

Among the various approaches, multi-tier architectures that separate
responsibilities between Edge [4], Fog [6], and Cloud layers have shown considerable
promise. These models aim to balance local responsiveness with centralized
efficiency. However, the design and management of such systems require robust
structural frameworks capable of handling continuous node additions, workload
fluctuations, and unexpected failures.

This paper addresses these challenges by introducing a method for constructing
hierarchical cluster-based topologies. Rather than focusing solely on architectural
design, the study emphasizes adaptive algorithms that enable real-time integration
of new nodes and resilient reconfiguration in the face of faults. The goal is to provide
a practical and scalable solution for distributed telecommunication infrastructures
operating under unpredictable and dynamic conditions.

2. Hierarchical topology of clusters

In dynamic distributed telecommunication systems, a hierarchical network
structure ensures stability, data transmission efficiency, and flexibility to changes.
Localization of data transmission within clusters minimizes inter-cluster delays,
and node redundancy guarantees system fault tolerance. The scalability of this
structure makes it easy to add new nodes and clusters with minimal impact on the
existing topology. At the same time, the hierarchical topology faces a number of
challenges related to dynamic changes, load balancing, and fault tolerance. The
main aspects of these challenges and possible solutions are summarized in Table 1.
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Table 1. Challenges of hierarchical topology

Challenges Solution

Dynamic Adaptation to changes in real time: adding nodes, rebuilding clusters.

changes in the

network

Uneven load Centralized management of master nodes in clusters, automatic task

balancing reassignment.

Fault tolerance Resource reservation, task redirection between nodes, traffic
redistribution.

The proposed structure of the hierarchical cluster topology is based on the
interaction of nodes within and between local clusters, which allows for effective
traffic localization, increased fault tolerance, and flexibility to changes. The main
levels of the hierarchy (Edge, Fog, Cloud) perform specific functions, each of
which optimizes data processing and transmission within its area of responsibility.
Fig. 1 shows a diagram of the hierarchical topology of clusters, which combines
three main components: cluster structure, intercluster and interlevel interaction.
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Figure 1. Diagram of the hierarchical topology of clusters
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1. Structure of clusters. Each cluster is organized according to the “star”
principle:

— The master node (centroid) is responsible for traffic management and
coordination of the work of the slave nodes;

— The subordinate nodes perform specific computing tasks, transmitting the
results to the master node.

2. Intercluster interaction:

— Clusters are connected through master nodes that form a star-to-star hierarchy.

— Traffic localization reduces the number of inter-cluster connections, reducing
overhead.

3. Cross-tier interaction.

— Edge clusters process data directly from loT devices, performing filtering and
aggregation.

— Fog clusters perform pre-processing, providing balancing and optimization
before transferring to the Cloud.

— Cloud clusters perform in-depth analysis and storage of large amounts of data.

3. Algorithm for adaptive addition of nodes to the system in the face of
dynamic changes

To ensure the flexibility of the hierarchical topology, it is necessary to create
a mechanism that allows you to effectively integrate new nodes into the existing
system without affecting network performance [1, 2]. The algorithm for adaptive
node addition includes stages.

Stage I. New node detection. When a new node is connected, the system registers
its computing resources (CPU, RAM), power consumption, and communication
channel bandwidth.

Stage II. Cluster compliance assessment. The most optimal cluster for the node
is determined based on the following parameters: — geographical proximity; —
cluster load; — type of tasks performed by the node.

Stage III. Checking the load balance. Before adding a node, the system evaluates
the workload of the cluster head node. If the threshold value is exceeded, a decision
is made to create a new cluster.

Stage IV. Topology update. After a node is added, the matrix of connections
between nodes is updated, and data transmission routes are reconfigured.

V stage. System validation. The correctness of the node integration is checked,
as well as the impact on the overall system performance. The block diagram of the
algorithm is shown in Fig. 2.
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Figure 2. Algorithm for adaptive addition of nodes to the system

4. Algorithm for rebuilding the cluster structure during node failures or
load surges

In case of node failure or a sharp increase in load, the system must adapt its
topology to ensure stable operation [9]. The rebuilding algorithm includes (Fig. 3).

310



A Method for Building a Telecommunication Network Topology Based on the...

Stage 1. Monitoring the state of nodes. The master nodes of clusters periodically
check the status of the slave nodes (availability, resources).

Stage II. Identification of a problem situation. One of the critical situations is
recorded: - failure of the master node; - failure of a slave node; - exceeding the
permissible load.

Stage I1I. Reservation or reassignment of nodes. In case of failure of the master
node, its functions are transferred to the backup node, which is automatically
activated.

Stage IV. Redistribution of tasks. Tasks from the overloaded cluster are
distributed among other clusters.

Stage V. Routing update. Routes between nodes are rebuilt to ensure efficient
traffic.
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Figure 3. Algorithm for rebuilding the cluster structure
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Conclusions

This paper presents a comprehensive approach to the design and management
of hierarchical cluster topologies in distributed telecommunication networks,
addressing the pressing need for scalable, adaptive, and fault-tolerant infrastructures
in dynamic environments. The proposed model is based on a three-level architecture
comprising Edge, Fog, and Cloud layers, where each level is responsible for
specific tasks related to data processing, routing, and aggregation, depending on its
proximity to data sources and computational capacity.

The core of the model is the organization of network nodes into clusters
with star topology, which facilitates effective traffic coordination, localizes data
transmission, and enhances fault isolation. The hierarchical structure simplifies
system scalability, allowing seamless integration of new nodes and clusters with
minimal impact on the existing configuration. Furthermore, the interaction between
clusters and across tiers ensures balanced distribution of computational loads and
optimized data flow throughout the network.

To support real-time adaptability, two key algorithms were developed: one for
the adaptive addition of nodes, and another for restructuring the topology in the
event of node failures or traffic surges. These algorithms incorporate mechanisms
such as real-time monitoring, resource reservation, reassignment of roles, and route
optimization, thereby ensuring stable operation under fluctuating workloads and
failure conditions.

The proposed approach is particularly applicable to modern telecommunication
systems, including loT infrastructures, sensor networks, and intelligent control
systems, where performance, reliability, and responsiveness are critical [1, 2, 8].
Future research may focus on the integration of machine learning techniques for
predictive load balancing, energy-aware routing, and autonomous cluster formation
to further enhance system intelligence and self-management capabilities.
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